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Kingston IronKey Vault Privacy 50 Cepus

USB-HakonuTenb ¢ ceptudukaumen FIPS 197 n 256-6uTHbIM WwindpoBaHnem AES ans 3alumThl
JaHHbIX

Kingston IronKeym Vault Privacy 50 — 310 npemuansHble USB-Hakonutenu Type-A u Type-C®1, obecneumnsatowme
6e30nacHOCTb KOpNopaTMBHOroO ypoBHS 6narogaps ceptuduumpoBaHHoMy no ctaHaapTy FIPS 197 256-6utHoMy annapaTHOMY
wndpoBaHuto AES B pexxume XTS, Bktodast 3awwmTy oT BadUSB ¢ nomolbto BCTpoeHHoro MO ¢ uudpoBo NoANUCHIO 1 OT
aTak MeToaoM nepebopa naponei. Hakonutens VP50 npollen npoBepky Ha I'IpOHVIKHOBeHMez (Pen Tested) ansa obecneyeHus
6e30nacHOCTM KOpnopaTUBHOMO YpoBHS. MNMockonbky HakonuTenn VP50 c wudpoBaHmeM HaxoaaTcs noa pusnyeckum
KOHTPOJSIEM NOSIb30BATENS, OHM 3aLMLLAIOT AaHHbIe 3P deKTUBHEE, YeM Beb-cryxObl 1 061avHble cepBUCHI.

Vault Privacy 50 noaaep>uBaeT Onumio ¢ HECKONbKUMM NaponsMu (aAMMHUCTpaTopa, Nosb30BaTess U OAHOPa30BbIM ANs
BOCCTaHOBJIEHNS) C pexxuMaMu «CnoxHbIA» 1 «lMaponbHasi dpasza». OTO paclumMpsieT BO3MOXHOCTM BOCCTAHOBIEHUS AOCTYMNa K
[aHHbIM, eCiM OAUH 13 naposnel 3abbiT. TPAANUMOHHBIV CMIOXHbIVA PEXUM NO3BOJISIET UCMOJb30BaTb Napo/b ANUHOM OT 6 A0
16 cumBOsOB, UCMONb3Yyst 3 U3 4 HAbOPOB CMMBOJIOB. HOBBIN PEXUM MaposibHON hpasbl MO3BOJISIET UCMONb30BaTh YMCIOBOM
PIN-koa, npeano)xeHue, CIUCOK C/OB UK Aaxke TeKCT AnvHoin oT 10 o 64 cMMBONIOB. AAMUHUCTPATOP MOXET BKIHOUUTb
naposb Nonb3oBaTeNs U OAHOPA30BbLIN Naposb A4S BOCCTAHOBMIEHMS UM COPOCUMTL Naposb Nonb3oBaTens Ans
BOCCTaHOBJIEHMS] OCTYNa K AaHHbIM. [ns obneryeHunsi BBoAa Naposisi MOXHO BK/OUMTL 3HAYOK "rnas", KOTopbli nokasbiBaeT
BBOAMMbIE CUMBOJIbl, YMEHbLUAsA KOIMYECTBO OMeYaToK, NPUBOASLLUMX K HEYAAYHbIM MOMNbITKaM BXoAa B CUCTeMy. 3alimTa oT
aTak MeToaoM noabopa naponsi 61oKMpyeT Naposb Nosb3oBaTeNs UM OAHOPA30BbIM Naposib BOCCTAHOBEHUS NOC/Ee BBOAA
10 HeBepHbIX Naposei noapsa. A ecav naposb agMMHUCTpaTopa BBeAEH HemnpaBuibHO 10 pa3 noapsia, BhIMOMHSET
KpunTorpacdmyeckoe CTUpaHUe AaHHbIX C HAaKOMUTeNs.

[n§a 3awmThl OT NOTEHUMasbHBIX BPEAOHOCHbIX MPOrpaMM B HEHAAEXHbIX CUCTEMAX Kak aAMUHUCTPATOP, TakK U Monb30BaTesb
MOryT YCTaHOBUTb PEXNM «TONBbKO YTEHUE>, 4YTO6bI 3aWNUTUTL HAKONUTENb OT 3anucK; KPpOME TOro, BCTpOEHHaA BMpTYyasibHas
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KnaBuaTypa 3almilaeT naposin OT KfiaBUaTYPHbIX LUMNMOHOB U 3KPaHHbIX cynTbIBaTENEN.

OpraHusaumnmn MoryT HacTpouUTb U CKOHpUIypupoBaTb HakonuTenu cepumn VP50 ¢ naentudmkatopom npoaykta (PID) ans
MHTerpaumm co CTaHaapTHbIM NporpaMMHbiM obecneyveHnem Endpoint Management ans yaoBneTBOpeHns KOpnopaTyBHbIX
TpeboBaHuit UT n knbepbe3onacHOCTM € NOMOLLbIO NporpaMMbl HacTpoiku Kingston.

KoMnaHuM Manoro n cpefHero 6usHeca MoryT UCNosb30BaThb POsib aAMUHUCTPATOpa A/st TOKaSIbHOMO yrpaB/ieHMs CBOMMM
HaKOMUTENSIMU, HanNpuUMep, AN HACTPONKKM Un cbpoca naponen Nonb3oBaTens Ans COTPYAHUKOB UM OAHOPA30BOro Maposs
BOCCTaHOBJIEHMS!, AN BOCCTAHOB/IEHUS AOCTYMNA K AaHHbIM Ha 3a6/10KMPOBAHHbIX HAKOMUTENSIX U COBNOAEHUS 3aKOHOB U
npasu, korga Tpebyetca KpYMUHaNMCTMYeCKas aKcnepTusa.

HakonuTenb Vault Privacy 50 nio6oit eMkocTu obecrneunBaeT ObICTpbI ABYXKaHaNbHbIM pexuM paboTsl. HakonuTenb sBnseTcs
BOJOHENPOHNLIAEMbIM COr/TacHO IPX83, cooTBeTcTBYeT TpeboBaHuaM TAA u cobupaetca B CLUA.

o Ceptudukaumsa FIPS 197 c 256-6uTHbIM wndpoBaHnem XTS-AES

e 3awwuTa OT aTak MeToaoMm nepebopa n BadUSB

e [lpoBepeHO Ha NpakTuke Ansa obecrneyveHns 6e30MacHOCT KOPNOPaTUBHOMO Kacca

e BO3MOXHOCTb MCNOMb30BaHWsl HECKOMBbKMUX Maponen ¢ pexmmamun «CnoxHblii» 1 «MaponbHas dpasa» (HOBbI)
e [IBOMHOW PEXMM TOJIbKO ANt YTeHUs (3almTa OT 3anucK)

e JlokanbHOe ynpasfieHWe HAKONUTENAMWU AN Masioro U CpeaHero 6usHeca
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KntoyeBble XapaKTepucTnku

USB-HakonuTenb ¢ annapaTHbIM WudpoBaHUEM
ANS 3aWUTbl AaHHbIX

Ceptudwmkaums FIPS 197 ¢ 256-6UTHbIM windpoBaHneM
XTS-AES ans 3awmnTbl BaXKHbIX aHHbIX. BCTpoeHHas
3almMTa OT aTak MeToAoM noabopa maponel u atak Tuna
BadUSB, npoBepeHO Ha NpakTuke ans obecneyeHns
6e30MacHOCTN KOPNOpPaTUBHOIO YPOBHS.

Onumsa ¢ HeCKONMbLKUMK MaponsMun Ans
BOCCTAHOBJIEHNA AAHHbIX

Mcnonb3yiTe naponv aAMUMHUCTPATOpPa, Nosb30BaTens U
0AHOPA30BbIN Naposb A/ BOCCTAHOBMEHMSI.
AZMUHUCTPATOP MOXeT cOpocuTb Naposib Nob30BaTeNs u
co3aaTb OZHOPa30BbI MAPOsb AN BOCCTAHOB/IEHNS,
yTO6bl BOCCTAHOBUTb AOCTYM MOJIb30BATENEN K AAHHbIM.
3awmTa oT aTak MeToaoM nepebopa 6nokmpyeT BBOA
NoJsib30BaTeNIbCKOr0 Naposs UAN 04HOPA30BOro napons
ANs BOCCTaHOBMAeHMS nocne 10 HeyaauHbIX NOMbITOK BBOAA
noapsiA W BbIMOSIHAET KpunTorpaduyeckoe CTMpaHue
HaKonuTens nNpv HenpaBWIbHOM BBOAE Naposs
aaMuHucTpaTtopa 10 pa3 noapsa.

HoBbIN pexxuM naponbHou ¢pasbl

BbibepuTe pexum napons: «CnoxHoli» unm «MaponbHas
(¢paza». MaponbHasa dhpasa MOXeT 6bITb UnCnoBbIM PIN-
KOAOM, npeanoxeHnem ¢ npobenamm, CMMCKOM C/I0B MU
[aXke TeKCToM AnunHoi ot 10 o 64 cMMBOJIOB.

Cneundukaumm
USB 3.2 Gen 1

WUHTepdelic:

BapuaHTbl emMkocTu?:

[IBOMHON peXxuM TONbKO ANst YTeHus (3awmTa oT
3anmcu)

M3beraiTe aTak BpeAOHOCHbIX NPOrpaMM C
MPUHYANTENHBIM PEXUMOM TOJBKO /151 UTEHUS,
YCT@QHOB/EHHbLIM aIMMHWUCTPATOPOM AN MONb30BaTeNs,
UK PEXMMOM TOJMbKO [N YTEHUS Ha OCHOBE CeaHca,
YCTaHOBJ/IEHHbIM aAMUHUCTPATOPOM MMM MOJb30BATENEM.

JIoKanbHOe ynpas/ieHne HaKoNUTEeNaMn s
Manoro n cpeaHero busHeca

Vicnonb3yinTe ponb aaAMUHUCTPATOpPa ANs JTOKANbHOMo
ynpaBfieHUS NOSb30BATEbCKMMM NApPOSISIMU COTPYAHUKOB
1 04HOPa30BbIMY MAPONISIMU A/11 BOCCTAHOBJIEHUS],
BOCCTAHOB/IEHMS] JOCTYNA K AaHHbIM Ha 3a6/10KMPOBaHHbIX
HakonuUTensx n obecneyeHunss cobnoaeHns 3aKOHOB U
npaBun, Koraa TpebyeTcs KpUMMHanUCTU4eckas
3KCnepTu3a.

JlononHuTenbHble hyHKUMM 6€30MacHOCTM

CoKkpaTuTe KOJTMYECTBO HeydauHbIX MOMbITOK BXoAa B
CUCTEMY, HAXaB 3HAYOK B BMAE rMasa [1s npocMoTpa
BBEAEHHOr0 naposs. Mcnonb3ynte BUpPTYanbHyto
KnaBuaTypy, YTobbl 06ecneynTb 3alMTy OT KJIaBUATYPHbIX
LUMMOHOB M PErncTpaTopoB 3KpaHa Npv BBOAE Napons.

8B, 16 IB, 32 T6, 64 I'B, 128 B, 256 I'B, 512 I'B
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Pa3bem:

CKOpOCTb:

Pa3smepbl:

CepTudmkaTbl 6€30NacHOCTM

BoaoHenpoHuLaeMbilit kopnyc®:
Pabouas Temnepatypa:
TeMnepaTypa XpaHeHus:
CoBMeCTUMOCTb:
FapaHTua/noaaepxka:

CoBMeCTUMOCTb:

Homepa [etanen
USB-A

Type-A, Type-C

USB 3.2 Gen 1

8-128 I'b: 250 Mb/c (uteHue), 180 Mb/c (3anuce)
256 'b: 230 MB/c (uTeHwne), 150 MB/c (3anucb)
512 I'b: 310 MB/c (uTtenune), 250 MB/c (3anucb)

USB 2.0
8-512 I'b: 30 MB/c (uTeHue), 20 MB/c (3anuchb)

77,9 x 21,9 x 12,0 MM

FIPS 197
besonacHocTb noaTBepxaeHa SySS GmbH (npoTecTMpoBaHo Ha
NPOHWKHOBEHME Ana obecneyeHns 6€30MacHOCT KOPNopaTUBHOMO Kjlacca)

[o 1,2 m; IEC 60529 IPX8

ot 0 °C oo 50 °C

o1 -20 °C pgo 85 °C

USB 3.0/USB 3.1/USB 3.2 Gen 1

OrpaHuyeHHas 5-NeTHas rapaHTus 1 6ecnnaTtHas TexHuYeckas noaaepxka

Windows® 11, 10, macOos® Bepcun 11.x — 14.x
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IKVP50/8GB

IKVP50/16GB

IKVP50/32GB

IKVP50/64GB

IKVP50/128GB

IKVP50/256GB

IKVP50/512GB

USB-C

IKVP50C/8GB

IKVP50C/16GB

IKVP50C/32GB

IKVP50C/64GB

IKVP50C/128GB

IKVP50C/256GB

IKVP50C/512GB
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1. USB Type-C® n use-c® — 3aperncTpmMpoBaHHble ToBapHble 3Haku USB Implementers Forum.

2. VicnbiTaHnsa Ha MPOHMKHOBEHKE npoBeaeHbl SySS GmbH.

3. Ceptudukaums IPX8 IEC 60529: BogOHeNnpoHULaeM npu 3akpbITOM Kosnauyke. JonyckaeTcs UCMosib30BaHUe TObKO CyXMX M YUCTbIX YCTPOWCTB.

4. YacTb nepeyncneHHol eMKOCTU YCTPOCTB XpaHEHUs Ha OCHOBe (hrel-namMsaTh Ucnonb3yeTtcs Ans GopMaTUpoOBaHUs U NPOYMX (MYHKLMIA, MO3TOMY HeAOCTynHa
NS XpaHeHUs AaHHbIX. B CBSA3M € 3TUM (PpaKTMYeCckn AOCTYNHAs €MKOCTb ANS XPaHEHUS AaHHbIX MeHbLUE, YeM YKa3aHO Ha YNaKOBKEe WM NMOBEPXHOCTU NPOAYKLMK.
[N NonyYeHns AOMONHUTENbHON MHbOpPMaLmMK obpaTuTech K pykoBoAcTBy Kingston no gnew-namsTyi, pacnonoxeHHoMy no agpecy Kingston's Flash Memory
Guide

5. dakTnyeckas CKOpOCTb MOXET 3aBUCETb OT annapaTHbIX CPeACTB, MPOrpaMMHOro obecneyeHns n Tuna UCnosib30BaHMs.

6. Mepen ncnonb3oBaHneM HEOBXOAMMO YBeAUTBCS, YTO NPOAYKT YACTBINM U CyXOl, @ Takxe HaZleTb Ha Hero Koimnayok.

JAHHbI IOKYMEHT MOXET BbITb M3MEHEH BE3 NPEABAPUTE/ILHOIO YBEOM/TEHNS.
ga\ ©2024 Kingston Technology Corporation, 17600 Newhope Street, Fountain Valley, CA 92708 USA. Bce npasa
% gy 3allvuieHbl. Bce ToBapHble Mapku 1 3aperncTpUpoBaHHbIe TOBApHbIE 3HAaKM ABNAIOTCS COBCTBEHHOCTBLIO CBOUX
3aKOHHbIX BrajaenbLeB. MKD-01042024


https://www.kingston.com/landing/flash-memory-guide

